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DEPARTMENT OF DEFENSE 1. CLEARANCEAND SAFEGUARDING

CONTRACT SECURITY CLASSIFICATION a. FACILITYCLEARANCEREQUIRED SECRET
SPECIFICATION

b. LEVEL OF SAFEGUARDING REQUIRED SECRET

(The requirements of the DoD National Industrial Security Program Manual (NISPOM)

apply to all security aspects of this effort.)

2. THIS SPECIFICATION IS FOR: (Xandcompleteasapplicable) 3. THIS SPECIFICATION IS: (Xalldcompleteasapplicable)

a. PRIME CONIRACT NUMBER a. ORIGINAL (Completedate ;11all case.) Date (YYMMDD)
ORDER NUMBER 20040217

b. SUBCONIRACT NUMBER b. REVISED (S'peTsedes
I RevisionNo.

Date (YYMMDD)
all prev;OI'" SlJecs!

X c. SOUCITATION OR OlHER NUMBER Due Date (YYMMDD) c. FINAL (Complete1tem 5 ;n all cases) Date (YYMMDD)
N68335-04-R-0046 5/1/2004

4. IS THIS A FOLLOW-ON CONTRACT? DYES [2[] NO. If Yes, complete the following:

Classified material received or generated under (PrecedingContractNllmber)is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 2S4? DYES m NO. If Yes. complete the following:

In response to the contractor's request dated , retention of the identified classifiedmaterial is authorizedfor the period of

6. CONTRACTOR (lncludeCommercialClIIdGovernmentEntity(CAGE)Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name,Address,ClIIdZipCode)

FOR BIDDING PURPOSES ONLY Defense Security Service
Hanover Maryland Field Office

Not Valid for Actual Contract' 7626 Connelley Drive Suite N
Hanover, MD 21076

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name,Address,andZipCode)

8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANTSECURITY OFFICE (Name,Addres.>;andZipCode)

9. GENERAL IDENTIFICATION 0]1' THIS PROCUREMENT
Procurement of Comm/Nav RF Avionics Flight-Line Tester and aU associated hardware

Contracting Officer: Michael B Palaia (732) 323-2418
TPOC: Jose Fuentes

(732) 323-4104

10. THIS CONTRACT WILL REOUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO

a. COMMUNICATIONS SECURITY (COMSEC) X a. HAVE ACCESS TO CLASSIFIEDINFORMATION ONLY AT ANOlHER X
INFORMATION CONIRACTOR'S FACILITYOR A GOVERNMENT ACTIVITY

b. RESTRICTED DATA X b. RECEIVE CLASSIFIEDDOCUMENTS ONLY X

c. CRITICALNUCLEAR WEAPON DESIGN INFORMATION X c. RECEIVE AND GENERATE CLASSIFIEDMATERIAL X

d. FORMERLY RESTRICTED DATA X d. FABRICATE,MODIFY, OR STORECLASSIFIEDHARDWARE X
e. lNIELUGENCE INFORMATION: e. PERFORM SERVICESONLY X

(I) Sensitive Compartmented Information(SCI) X f. HAVE ACCESS TO U.S. CLASSIFIEDINFORMATION OUTSIDE TIIE X
U.S.,
PUERTO RICO, U.S. POSSESSIONSAND TRUST TERRITORIES

(2) Non-SCI X g. BE AU1HORIZEDTO USE TIIE SERVICES OF DEFENSE TECHNICAL X
INFORMATIONCENIER (OTIC) OR OTIIER SECONDARY
DISTRIBUTIONCENIER

f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X

2. NATO INFORMATION X I. HAVETEMPESTREQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X j. HAVE OPERATIONSSECURITY(OPSEC) REQUIREMENTS X
1. UMITED DISSEMINATION INFORMATION X k. BE AU1HORlZED TO USE TIIE DEFENSE COURIER SERVICE X
i. FOR OFFICIAL USE ONLY INFORMATION X 1. OTHER (Specify)

k. OTHER (Specify)



12. PUBLIC RELEASE. Any infonnation (clw,'ijied or IlIIclas.I'ijied}pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security

Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to releasec=J Direct 0 Through (Specify):

Commanding Officer
NAWCAD/NAES Lakehurst, Code 7.5, Bldg 150, Room 107
Route 547, Lakehurst NJ. 08733-5000 (732) 323-1079

to the Directorate for Freedom of Infonnation and Security Review, Office of the Assistant Secretary of Defense (public Affairs)" for review.
In the case of non-DaD User Agencies, requests for disclosure shall be submitted to that agency,

13. SECURITY GUIDANCE. TIle security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if

any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the

classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified
below. Pending final decision, the infonnation involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill I" as approprialefor the classijied
efforl, Allach. orforward u"der .'eparolecorre:;po"dellce,a"y documellts/guides/extroctsrefere1lcedherein Add add/llo"al pages as lIeededtoprovide complete KI/lda"ce.)

lOG. A valid requirement for access to NATO exists: A final U.S. Government clearance, at the appropriate level, is required for
access to classified foreign government infonnation. Written approval of the Contracting officer is required prior to subcontracting.

10J. For Official Use Only infonnation generated and/or provided under this contract shall be safeguarded and marked as specified in
DoD 5400.7-R, chapters 3 and 4 (attached).

11C. The contractor shall comply with the requirements of the infonnation systems security programs as described in
NA VAIRW ARCENACDIVINST 5239.1 All systems, regardless of the level of data processed, will be accredited in accordance
with the above instruction.

11C. Distribution Statement C: Distribution authorized for US Government Agencies and their contractors. Reason: the contractor
will develop for the Government critical technology/software. Program was initialized at the FY 03 APN-7 SE conference March
02 POC: John Hester Code 11X727 (732) '323-5065 NAVAIR NA WCADLKE BIg 562 Lakehurst, NJ 08733.

1H. The contractor shall develop, implementand maintaina facility level OPSECprogramto protect classified and sensitive
unclassified infonnation to be used at the contractors facilityduring the perfonnance of this contract. Contract data requirements
(CDRL) and data items description (DID) attached. The OPSECplan shall be submittedto NAVAIR within 90 days of contract
award for acceptance and approval. Contractor shall niiiilpreliminaiy draft OPSECplan i:tiMS word 6.0 (or later) on compact disk
and hard copy to: Commander,Attn; 7.4.3, B463 unit 10,22514 McCoyRd. PatuxentRiver, MD 20670-1457. Final plan due 45 days
after Government approval (NAWCAD 7.4.3 of draft. Whileperformingaboard NAVAIR sites, the contractor shall complywith
local command and/or DrOgramOPSECDlan.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements,in additionto ISM requirements,are establishedfor this contract. (IfYes,Identify
the pertine1ll COIItrachtal clauses in the COlltraCtdocttme1lt Itself. or provide "', appropriate sta1£ment which ldel/lijies the additio"aJ refjltlreme1lls.
Provide a COUVof the remtlremmlS to the COI!f,IZDJ1/securitv office, Use Ilem 13 If additional SfJQCCIs needed

0yes DNo

Dyes WNO

16. CERTIFICATION AND SIGNATURE: Security requirements stated herein are complete and adequate for safeguarding the
classified information to be released or generated under this classified effort. All questions shall be referred to the o.fficial
named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Incl"de Area Code)

StephenHollichm Contracting Officer's Representative
(for security matters)

732-323-1694 (V)

732-323-1051 (F)

d. ADDRESS (I"chtde Zip Code)

Navair Lakehurst Code 741000B8-2
Route 547
Lakehurst,NJ.08733-5000

17. REQUIRED DIS1RIBUTION

x a. CONTRACTOR

b, SUBCONTRACTOR

x c, COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e, SIGNATURE d, U,S, ACTIVITY RESPONSmLE FOR OVERSEAS SECURITY ADMINISTRATION

~c# cJPJ.S4!70'l

e. ADMINISTRATIVE CONTRACfING OFFICER

x
f. OTHERS AS NECESSARY(.'eeallached di>'lrlb"tloll1i.I'I)SMClAXP COR, COSR
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